NHOPOPMALIMOHHAS TAMATKA JJ151 YUHAHIUXCA

C Kax)covim 2000M MON0OENCU 8 UHMEPHeme CIAHO8UMbCS OONbUe, A WKOIbHUKY OOHU U3 CAMbBIX AKMUBHBIX nojb3osamernell Pynema.
Meswcoy mem, NOMUMO 02POMHO20 KOIUUECMBA BO3MONCHOCMEN, UHMEPHem Hecem U npooaemvl. Ima nAMamKa 00JIHCHA NOMOUb mebe
0e30nACHO HAX0OUMbCS 6 CEMU.

KoMnbroTepHbie BUPYCHI.

KomnpioTepHblii BHPYC - 3TO Pa3HOBUIHOCTh KOMIBIOTEPHBIX MPOTpamMM, OTIMYUTEIBHOW OCOOCHHOCTBIO KOTOpPOM SIBISIETCS
CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JomogHEeHne K 3TOMY, BUPYChl MOT'YT IMOBPEIUTh WJIU MOJTHOCTbIO YHUUTOXKUTH BCE (DAMIIBI U TaHHBIE,
HOJIKOHTPOJIbHBIE MOJIB30BATENI0, OT MMEHH KOTOpOro Oblia 3allyllleHa 3apa)K€HHas IMporpaMma, a TaKXKe MOBPEIUTh WIH JaxKe
YHUUTOKUTH OIEPAIIMOHHYIO CHCTEMY CO BceMHU (ailmamMu B 1esioM. B OONBIIMHCTBE CllydyaeB paclpOCTPaHSIOTCS BUPYCHI yepes3
WUHTEpHET.

MeTOI[I)I 3allUTBI OT BPCAOHOCHBLIX IIPpOrpamMm:

1. Mcnonp3yii COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, 4. Hcnonp3yli aHTUBHPYCHBIE IPOTPAMMHBIE  IIPOJYKTHI

MMEIOLIME CEPBE3HBIN YPOBEHb 3aIUTHI OT BPEIOHOCHBIX
IIPOTPaMM.

2. TlocrosHHO ycTaHaBnmuBail mnaTuv (UUQPOBBIE 3aIlIATKH,
KOTOpbIE aBTOMATUYECKH YCTAaHABIMBAIOTCS C IIEJIbIO TOPaOOTKU
IporpaMMbl) W JIpyTHEe OOHOBJICHHUS CBOEHW OIEpallMOHHOM
cuctembl. CkauuBail HMX TOJIBKO C O(UIMATLHOTO caiTa
pazpaborunka OC. Eciu cymiecTByeT pekUM aBTOMATHYECKOTO
OOHOBJICHHS, BKITFOYH €TO.

3. PaboTail Ha cBOeM KOMIIBIOTEPE MOJI TpaBaMu MOJIb30BATENS, a
HE aJMUHHCTpaTOopa. OTO HE TMO3BOJUT  OOJBIIUHCTBY
BPEIOHOCHBIX

MPOrpaMM  HMHCTaJUIMPOBATBCA HA  TBOEM

IICPCOHAIIBHOM KOMIIBIOTCPC.

W3BECTHBIX MPOU3BOAMTEINICH, C aBTOMAaTUYCCKUM OOHOBIICHHEM
0as.

5. Orpanunub (GUBHYECKUN JOCTYN K KOMIBIOTEPY ISt
IMOCTOPOHHHUX JIUILI.

6. Vcnons3yii BHEIIHME HOCHUTENM HMH(POpPMAILUU, TaKUE Kak
daemka, TUCK WK ¢Gaiia U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX
HNCTOYHHUKOB.

7. He oTkpbiBall KOMIIbIOTEpHbIE (DAIIBI, MOJYyYEHHBIE U3
HEHAJIe)KHBIX UCTOYHUKOB. [laxke Te (aiiibl, KOTOpble Mpuciall
TBOW 3HAKOMBIN. Jlydllle yTOUHHM y HETO, OTIPABJIAI JIK OH

TeOe ux.




2. Cern WI-FI.

Wi-Fi - 310 He B mepejayu JIaHHBIX, HE TEXHOJOTHUs, a BCero Jullb OpeHn, mapka. Eme B 1991 rony Hunmepnanickas

KoMmanus 3aperucrpupoBaia opens « WECA», uto obo3navano cioBocouetanue «Wireless Fidelity», koTopsiii mepeBoguTcs

KakK ((6CCHpOBOI[HaSI TOYHOCTB».

Jlo Haillero BpemeHHU joliia Jpyras abOpeBuaTypa, KOTopasi sIBISETCS Takol ke TexHojoruen. Ito abopeBuarypa « Wi-Fiy.

Takoe Ha3BaHWE OBLIO JaHO C HAMEKOM Ha CTaHJapT BbICIIEH 3ByKoBO#M TexHUWKH Hi-Fi, uTo B mepeBojsie 03HAYaeT «BBICOKAsS

TOYHOCTB». ]Z[a, OecITaTHRIN HHTCPHCT-AOCTYII B Ka(l)e, OTCIIX W aspOoIIopTax ABJIACTCA OTJIMYHOM BO3MOKHOCTBIO BbIXO/Jla B

uHTepHEeT. Ho MHOTHE 3KCIepThl CUUTAIOT, 4TO o0meaoctynHbie Wi-Fi ceTu He sSBIsAI0TCS 0€30IacHbIMU.

CoseTbl 0 0e30macHOCTH PadoThI B 00mIeA0CTYNNHBIX ceTax Wi-Fi:

1. He mepenaBaii cBOIO JIWYHYIO HH(pOPMAIIUIO UYepe3

obmenocrynupie  Wi-Fi  cetu. PabGotas B  HuHX,
KenaTeJbHO HE BBOJUTH MApOJH JIOCTYyNa, JOTUHBI H

KaKue-TO HOMCEpaA.

2. Ucrionb3yit 1 OOHOBJISIH aHTUBUPYCHBIE TTPOTPAMMBI U
Opanamayep. Tem cambiM Thl 00€30Macuilb ceOSl OT
3aKayKu BUpPyCa Ha TBOE YCTPOMUCTBO.

3. Ilpu wucnonb3zoBanuu Wi-Fi oTkmoun (QyHKIHIO
«O6mmuit moctyn k aitmam u mpuHTepam». JlaHHas
(GYHKIMS 3aKphITa 10 YMOJTYaHHUIO, OJHAKO HEKOTOPHIC
MOJIb30BaTEIN

aKTUBUPYIOT ee s yaoOcTBa

MCIIO0JIb30BaHUS B paboTe Miu yueoe.

4. He wucnons3yit nyomuussii Wi-Fi1 g mepenauu
JUYHBIX JaHHBIX, HAPUMEP JIJIs BHIXOJIa B COIUAJIbHBIC
CETH WJIU B DJICKTPOHHYIO TOUTY.

5. Wcnonb3yil TONBKO 3aIIUIICHHOE COEAMHEHHE uYepes
HTTPS, a ne HTTP, 1.e. npu Habope BeO-aapeca BBOIU
uMeHHO «https://».

6. B wMoOunbHOM TenmeoHe OTKIIOUM (YHKIHUIO
«ITonkmouenue k Wi-F1 aBTomatnueckun». He nomyckai
aBTOMATHYECKOTO TOJKIIOYEHUSI YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBoero coriacusi.




3. ConnaJibHBIE CEeTH.

CoumanbHble CETH aKTMBHO BXOJAT B HAIly >KM3Hb, MHOTHE JIIOJIM pabOTAaOT U KUBYT TaM IMOCTOsSIHHO, a B Facebook

YK€ 3apPErUCTPUPOBAH MWJUIMAPJ] YEJIOBEK, 4YTO SBJIACTCA OJHOM CEAbMOM BCEX XKUTEJICH IUIAaHEThl. MHorue

II0JI30BAaTCJIIN HC IIOHUMAIOT, 4YTO I/IH(I)OpMaI_II/I}I, pasMCIICHHAaA UMHW B COLUAJIBHBIX CCTAX, MOKET OBITH HaﬁﬂeHa )41

HCII0JIb30BAHA KEM YI'OJHO, B TOM YHCJIC HC 00s3aTeNILHO ¢ OJIaruMu HaMCPCHUSIMU.

OcHOBHBIE COBETBI 10 0€30IIACHOCTH B ColMaJIbHbIX CEeTHAX:

1. Orpanuus cnucok Apy3eil. Y TeOds B Jpy3bax HE
JIOJIKHO OBITH CITy4YailHbIX Y HE3HAKOMBIX JIFOJCH.

2. 3amumai CBOK YacTHYK »XH3Hb. He ykasbiBau
napoju, TeiaeoHbl, aapeca, AaTy TBOETO POXKIEHUSA U
OpYryr JIMYHYI0 HUH(OpMaUui. 3JIO0YMBIIUICHHUKA
MOTYT UCITOJIb30BaTh /1a)K€ MH(MOPMALIMIO O TOM, KaK Thl
Y TBOU POJUTENH IJIAHUPYETE MPOBECTH KAHUKYJIBI.

3. 3ammmail CBOIO pemyTaluio - AEPKU €€ B YUCTOTE U
3a/1aBail cebe BOMpOC: XOTed Obl Thl, YTOOBI Jpyrue
MOJIb30BATENN BUJICNIH, YTO ThI 3arpyxkaemb? [lomyman,
OpeXAe 4YEeM YTO-TO OIyOJIMKOBaTh, HAMUCaThb U
3arpy3uTh.

4. Ecnu Thl TOBOPHILB C JIOJbMHU, KOTOPBIX HE 3HACIIb,
HE HCIIOJIb3YW CBOE PEAIBHOE UM U JIPYIyIO JIUYHYIO

uHpopMaIu: UMs, MECTO KUTEJIbCTBA, MECTO Y4eObl U
npouee.

5. N36erait pazmemienus: pororpaduii B THTEpHETE, T/C
Thl W300pa)X€H Ha MECTHOCTH, IO KOTOPOH MOXKHO
ONPEICIIUTh TBOE MECTOIOJIOKEHHE.

6. Ilpu peructpanuu B COLMAIBLHOM CETHM HEOOXOIUMO
UCIIOJIb30BaTh CJOKHBIE MapoJid, COCTOSIIIME U3 OYKB U
nudp U ¢ KOJTUYECTBOM 3HAKOB HE MEHee 8.

7. [nda couManpHOW CETH, MOYTHI U JPYIMX CaWTOB
HE00XOJMMO HCIOJIB30BaTh pa3Hble naponuu. Torga eciu
T€0sl B3JIOMAIOT, TO 3JIOYMBIIUICHHUKNA TOJy4YaT JOCTYI
TOJIBKO K OJJHOMY MECTY, & HE BO BCE Cpasy.




4. DJIeKTPOHHBbIE ICHbI'H.

DNEeKTPOHHBIE JAEHBIU - 3TO OYEHb YJOOHBIN CIOCOO IJIATEXKEM, OJIHAKO CYIIECTBYIOT MOIIEHHUKH, KOTOPHIE XOTST
MOJYyYUTh 3TU JECHBIH. OJIEKTPOHHBIE JIEHbIM MOSBUJIMCH COBCEM HENABHO W HMMEHHO H3-32 3TOTO0 BO MHOTHX
rocyJapcTBax N0 CHUX IMOp HE MPOIKCAHO MPO HHMX B 3akoHax. B Poccum ke OoHM (PYHKIMOHUPYIOT U O HUX YXKE
IIPOITMCAHO B 3aKOHE, A€ UX PA3JACISI0T HA HECKOJBKO BUIOB - AHOHMMHBIE U HE aHOHWMHBIE. PazHuia B TOM, 4TO
AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peniaeTcs MPOBOAUTH OMepanuu 0e3 WASHTU(PHUKAIMHK TO0Jb30BaTeNsA, a B
HEAaHOHMMHBIX HIACHTU(HUKAIUS TOJIb30BaTENs SBISIETCA O0s3aTenbHOM. Takke clienyeT paziudaTh AJICKTPOHHbBIC
duatHpie AeHbIM (paBHBI TOCYJAPCTBEHHBIM Balll0TaM) M DJIGKTPOHHbIE He(pUaTHbIE JACHbIM (HE pPaBHBI
roCy/IapCTBEHHBIM BaJIOTaM).

OcCHOBHBIE COBETHI 0 0e30MaCHOI padoTe ¢ JIEeKTPOHHBIMHU ICHbIAMHU:

1. IlpuBsixu K cueTy MOOWIIbHBIN TeleoH. DTO caMblid 3. BoiOepu cioxsbiii apois. [IpectynHukam Oyner He
yAOOHBIM U OBICTPBIM CHOCOO BOCCTAHOBUTH JIOCTYI K MPOCTO YraJaTh CJIOKHBIA MApOIIb.

cuery. IlpuBsizanHblii TeneoH TOMOXET, €clu

» a0 ) Hanexubie I[MapoJikd - 9TO HAPOJIH, KOTOPBIC COACPIKAT HE
336}’)161]113 CBOM IUIATCKHBIM IIApOJib WJIM 3aWJCIIb Ha

. . MEHee 8§ 3HAKOB M BKJIOYAIOT B CE€0S CTPOYHBIE H
CailT ¢ HE3HAKOMOT'0 YCTPOMCTBA.

MPONUCHBIE OYKBBI, HUGPHI W HECKOJIbKO CHUMBOJIOB,
2. Wcnone3yn omgHopaszoBble mapoiu. [locine mepexona TaKue KakK 3HaK JIoJuiapa, yHTa, BOCKIMIATEIbHBIN 3HAK
Ha YCWICHHYIO aBTOpU3allul0 Tebe yxe He Oyaer u 1.11. Harmpumep, $tROng!.
YIPOXKaTh OMACHOCTh KPaXKH WJIM MIEPEXBATA TIATEKHOTO

4. He BBOAM CBOM JINYHBIEC JAHHBIE HA CaWTaX, KOTOPbIM
I1apoJIsl.

HE JIOBEpSICIIIb.




5. DJeKTpOHHAS MOYTA.

9J'I€KTpOHHa§I mo4yra - 9TO TCXHOJIOTHA M MPCAOCTABIACMBIC CIO YCIIYI'H IIO ICPCCBIIKEC W ITOJIYYCHHUIO 3JICKTPOHHBIX

COOOIIICHUM, KOTOPhIE PACIPECISAIOTCI B KOMIBIOTEpHOW ceTH. OOBIYHO AJICKTPOHHBIM MOYTOBBIM SIIUK BBITJISIUAT

CICAYIOUIMM 00pa3oM: HMS TOJb30BaTENsA(@uMs JoMeHa. Takke KpoMme IMepenadyd MNPOCTOro TEKCTa, HMEETCs

BO3MO>KHOCTbD IMe€peaBaTh (Panibl.

OcHOBHBIE COBETHI N0 0€30MACHOM padoTe C IJIEKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh NpaBUJIBHBIN MOYTOBBINM cepBUC. B

WHTEPHETE €CTh OIPOMHBIM  BBIOOpP  OECIUIaTHBIX
MTOYTOBBIX CEPBUCOB, OJIHAKO JIYUIII€ JOBEPATh TEM, KOTO

3HaCIIb U KTO MEPBBINA B PEUTUHTE.

2. He yka3biBali B TUYHOM MOYTE JIMYHYIO UH(OPMALIHIO.
Hanpumep, nydiie BbIOpaTh «My3bIKaIbHBIN (haHAT@»
i «pok2013» Bmecto «remal 3.

3. HMcnonb3yil ABYX3TalmHYIO aBTOpU3AIMI0. JTO KOTrJa
MIOMHUMO TapOoJsl HY>KHO BBOJUTH KOJ, MPUCHIJIAEMBIN IO
SMS.

4. BriOepu cnoxHbIN mapotib. JJisi KaxJa0ro MOYTOBOTO
SIIMKa JOJDKEH OBITh CBOW HAJICKHBIM, YCTOWYUBBIA K
B3JIOMY I1apOJIb.

5. Ecmi ecth BO3MOXHOCTh HAalMCaThb CaMOMY CBOM
JIMYHBIA BOIIPOC, UCTIOJIB3YU 3TY BO3MOKHOCTD.

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX AMMKOB. [IepBbiii
JUIl YaCTHOW TMEPENHUCKU C aapecaTramu, KOTOPHIM ThI
DJIEKTPOHHBIN

JOBEPSACIIb.  IDTO agpec HE HaIo

UCIIOJIb30BaTh MPU PETUCTPAIMU HA JOopyMax U calTax.

7. He oTkpeIBaii (aiinbl U Ipyrue BIOKEHHUS B IMUCbMAX,
JaXX€e €CJIM OHW TpPHUILUIA OT TBOMX Apy3eu. Jlyumie
YTOYHH Y HUX, OTIPABJISIIN JIU OHU TeOe 3Th (paiiibl;

8. Ilocne oxoHuyaHus PabOThI HA IMOYTOBOM CEPBHUCE
nepe 3aKphITHEM BKJIAJIKH ¢ CaliTOM HE 3a0yJb HaXaTb
Ha «BpiiTn.




6. KuOepOy/UVIMHI WJIM BUPTYaJbHOE U3/1€BATEJIbCTBO.

KubepOyauHr - mpeciaeqoBaHie COOOIICHUSIMU, COJIEPKAIIUMHU OCKOPOJICHMSI, arpeCCUI0, 3allyTUBAHUE; XYJIUTAHCTBO;

COI[MaIbHOE OOMKOTUPOBAHUE C TOMOIIBIO PA3IUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 00pHOE ¢ KHOEPOYJIJIMHIOM:

1. He Opocaiici B 00l C1roco0:

IIOCOBETOBATLCSI KaK ceOs BecTH H, €CJIM HET TOIO, K

Jlyummn

KOMY MOKHO OOpaTUThCSA, TO BHayaje YCIOKOUTHCS.
Ecau Tl HayHemb OTBEYaTh OCKOPOJICHUSIMH Ha
OCKOpOJIEHHs, TO TOJBKO emle OO0JbIIE Pa30KKEUIb
KOH(JTUKT.

2. YrpaBnsiii cBOeH KUOeppenyTaue.

3. AHOHMMHOCTB B ceTH MHMMasi. CyIeCTBYIOT CIIOCOOBI
BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM.

4. He cTouT BECTH XYJIUTaHCKUM 00pa3 BUPTYaJIbHOU
Ku3HU. WHTEepHET (QUKCUpyeT BCe TBOU JIEUCTBUS H
Yaanute ux  Oyner

COXpaHseT  HUX. KpauHe

3aTPYAHUTEIBHO.

5. CoOmnronaii CBOIO BHPTYaJbHYI0 YE€CTb CMOJIOMY.

UrHopupyh  €IMHUYHBIN OnHOpa3oBbie

OCKOpOUTENbHBIE COOOIIEHUS Jydllle HWTHOPUPOBATH.

HEraTusB.

OObI4HO arpeccust MpekpaiaeTcs Ha HadyaaIbHOW CTaINH.

6. ban arpeccopa. B nporpammax oOMeHa MrHOBEHHBIMHU
COOOIIEHUSIMH, B COLIMATBHBIX CETAX €CTh BO3MOYKHOCTh
OJIOKUPOBKHM OTIPABKH COOOIIECHUM C OIpeeSICHHBIX
aZpeCoB.

7. Ecnu ThI cBUaeTENb KHOEpOyIUiMHTra. TBOM JIEUCTBUS:
BBICTYIIUTh MIPOTUB IMPECIEIOBATENS, [I0OKA3aTh €EMY, YTO
€ro JCWCTBUSA OLIEHUBAKOTCSI HETaTUBHO, MOAAEPHKATH
KEPTBY, KOTOPOM HY>KHA TICHUXOJIOTUYECKAS] ITOMOIIIb,
COOOIIUTH B3POCIBIM O (haKTE€ arpeCCUBHOIO MOBEACHUS
B CETH.




7. MoOuabHbIN TeaedoH.

CoBpeMeHHbIe cMapT(HOHBI U TUIAHILIETHI COAEpKAT B ceOe BIIOJIHE B3POCIbIM (DYHKIIMOHAN, U TENEeph OHU MOTYT KOHKYPHpPOBATH CO
CTallMOHAPHBIMU KoMIbioTepaMu. OJHAKO, CPEACTB 3alIUThI AJIs MOJOOHBIX YCTPOMCTB MOKAa OY€Hb Maylo. TecTUpOBaHHE U TOHUCK
ySI3BUMOCTEM B HUX MPOUCXOAMUT HE TaK MHTEHCUBHO, Kak juist [1K, To e camoe kacaeTcsi U MOOMIIbHBIX MPUITIOKEHUM.

COBpCMCHHI)Ie MOOMIIbLHBIE 6pay3€p1>1 YKC IIPAKTUYUCCKHN AOTHAJIM HACTOJIbHBIC aHAJIOTH, OAHAKO PACIHINPCHHUC q)YHKHI/IOHaJ'Ia BJICUYCT 34

co0oi OOJBIIYI0 CIOXKHOCTh U MEHBIIYIO 3aIIMIIEHHOCTb. J{adeko He Bce MPOM3BOAUTENN BBIIYCKAlOT OOHOBJIECHHS, 3aKPbIBAIOLINE

KPUTUYICCKUC YA3BUMOCTHU IJIsI CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI JJIsi 0€30MACHOCTH MOOMJIBLHOTO TejieoHAa:

I. Huuero He sABISETCS IMO-HACTOAIICMY OeCIUIaTHBIM. By,I[I)
OCTOPOIKCH, BCAb KOI'1a TeOe npcajIararoT OecIIaTHBIN KOHTCHT,
B HCM MOTI'YyT OBITH CKPLIThI KaKHUC-TO INNIATHBIC YCIIYT'H.

2. llymaii, npexae yeM otnpaButb SMS, ¢oto wim Buaeo. Thl
TOYHO 3HACIllb, I OHU OYJyT B KOHEUYHOM UTOTE?

3. HeoOxonuMo OOHOBISTH OMNEPALMOHHYIO CHUCTEMY TBOETO
cMaptdoHa.

4. Hcrnonb3yil aHTHBUPYCHBIC IIPOrPaMMbl JUISI MOOMIIBHBIX
TenedOHOB.

5. He 3arpy»xail IpuioKeHHUsI OT HEU3BECTHOIO UCTOYHUKA, BEb
OHM  MOIYT  COJEpXKaTb  BPEJAOHOCHOE  IPOrPaMMHOE
obOecnieueHue. Bce 3Tu cpencTtBa uaAyT Ha MOAJEp)KAaHUE U
pa3BUTHE caMy ©0€3011aCHOCTb:
COBEPILIECHCTBYIOTCSI CHCTEMbl aBTOPHU3ALMHU, BBITYCKAKOTCS
(uudpoBbIe
3aKPBIBAIOTCSL YSI3BUMOCTH CepBEPOB. B MOIOOHBIX UTpax CTOUT

HI'PBI, a TAKIKC Ha

HOBBIC maTau 3aIlJIaTK1 pInIb: | HpOFpaMM),
ormacarbCa HC CTOJBKO CBOHX COIICPHHUKOB, CKOJIBKO KpaXKu
TBOCT'O IIapoJisi, Ha KOTOPOM OCHOBaHAa CHCTCMa ABTOPH3AIINH

OOJBIITMHCTBA UTP.

OcHoOBHBIE COBETHI 10 0€30IIACHOCTH TBOEI0 UT'POBOI0 aKKayHTa.

1. Ecnu npyroii urpok Beaer ceOs IUIOXO WIM CO3/JaeT Tebe
HENPUATHOCTH, 3a0JIOKUPYH €ro B CITUCKE UTPOKOB.

2. Iloxanylicss agMUHHCTPATOpaM WIPhl Ha IJIOXOE MOBEACHUE

3TOIr0 HUI'POKa, KCIIaTCIBHO IIPHIIOKUTD KaKHnue-To

A0Ka3aTCJIbCTBA B BUAC CKPHUHOB.

3. He yka3piBaii muuHyro uHGOpMaIuio B podaiiie urpsel.

4. YBaxai Ipyrux y4acTHUKOB 10 UTPE.
5. He ycranaBnuBaii Heo(puImaabHbIe TaTYU U MOJBI.
6. Mcrionb3yil CI10KHBIE U Pa3HbIE TAPOJIH.

7. Jlaxxke BO Bpems UI'Pbl HE CTOUT OTKIOUYATh aHTUBHpPYC. [Ioka
TBI UI'PACILIb, TBOM KOMIIBIOTEP MOT'YT 3apa3UTh.




8. ®umuHIr NI Kpaika JUIHbIX JaHHbIX.

OObIYHOM Kpaxkel JEHET U JOKYMEHTOB CEroJHsl y>K€ HUKOTO HE yAMBHUIIb, HO C Pa3BUTUEM HHTEPHET-TEXHOJIOTUN

3JIOYMBIIINICHHUKHU TICPEMCCTHUIIMCh B HMHTCPHCT, W IPOAOJIKAIOT 3aHHUMATLCA «TFOOMMBIM ACIIOM. Tak mosiBUIach

HOBas yrposa: HHTCPHCT-MOLICHHUYCCTBA HJIU q)HI_HI/IHI‘, ri1aBHass 1OCJIb KOTOPOro cCOCTOUT B IOJYYCHHUU

KOH(UACHIIMATBHBIX TaHHBIX MOJIb30BaTENel - JOTMHOB M mapoJieid. Ha anrmuiickom si3pike phishing uuTaercs kak

¢dumunr (ot fishing — peibHas 0B, password - mapoJib).

OcHoBHBIE COBETHI 10 00pbHOE ¢ GUIIUHTOM:

1. Cneau 3a cBOMM akkayHTOM. Eciu Thl TOJ03p€EBacIllb,
4YTO TBOS AaHKeTa Oblia B3JIOMaHa, TO HEOOXOAMMO
3a0JIOKUPOBAaTh €€ U COOOIIUTh aJMUHHCTpaTOpam
pecypca 00 3TOM Kak MOKHO CKOpEe.

2. Wcnonp3yii Oe3omacHble BeO-CalThl, B TOM YHCIIE,
WHTEPHET-Mara3uHoOB U ITOMCKOBBIX CUCTEM.

3. Hcnonb3yil CIIOXHBIE W pa3Hble MAapoiu. Takum
oOpa3oM, eciu TeOsl B3JIOMAIOT, TO 3JIOYMBIIUICHHUKU
MoJIy4daT JOCTYN TOJIBKO K OJHOMY TBOEMY MPOQHUIIO B
CETH, a HE KO BCEM.

4. Ecnu Te0s B3IOMaJid, TO HEOOXOAUMO MPEaynpeanuTh
BCEX CBOMX 3HAKOMBIX, KOTOpbIE JOOaBIEHBI y TEOs B

IpYy3bsiX, O TOM, YTO T€Os B3JIOMAJIM W, BO3MOXKHO, OT
TBOETO MMEHU OYyJIET pacchuIaThbCsl CllaM U CCHUIKM Ha
(PUITMHTOBBIEC CANTHI.

5. YcranoBu Hajexsbld naposib (PIN) Ha MOOWIIBHBINM
TesedoH.

6. OTKJII0UM COXpaHEHUE Maposisi B Opaysepe.

7. He oTkpbIBail (ailsibl U Apyrue BIOKEHUS B TUChMaX,
JaX€ €CIIM OHM IIPUILIA OT TBOMX JApy3eu. Jlyume
YTOUHHU Y HUX, OTIPABIISIN JIU OHU TeOe 3T (Paiiibl.




Hudposast pennyranus.

[{udpoBas pemyTamdss - 3TO HETaTHBHAs WM IO3UTHBHas uH(opmaius B cethu o Tebe. Kommpomerupyromas
nHpopMaIs, pa3sMelIeHHass B HWHTEPHETE, MOXKET CEpPhEe3HBIM 00pa3oM OTpa3UThCS Ha TBOSH peaJbHOU IKHU3HHU.
«udpoBas pemyTranus» - 3T0 TBOH UMUK, KOTOPbIH Gopmupyetcs u3 uHdopmaiuu o Te0e B UHTepHETE. TBOE MECTO
KUTEIbCTBA, y4eObl, TBOE€ ()MHAHCOBOE ITOJOKEHHE, OCOOCHHOCTH XapakTepa M paccKazbl O OJU3KUX - BCE 3TO
HaKaIlJIMBaeTCd B ceTH. MHOTHWE MOJPOCTKH JIETKOMBICICHHO OTHOCSATCS K MyOJUKAIlMM JUYHOM HWHQOpMaIud B
HHTEepHETE, HE MOHWMMAs BO3MOJKHBIX TOCIEACTBHM. ThI JakKe HE CMOXKEIIb J0TaaaThCsi O TOM, 4TO doTorpadmus,
pa3MerieHHas 5 JIeT Ha3ajl, cTajia MPUYMHON OTKa3a MPHUHATH TeOs Ha padoTy.

KommeHnTapuu, pa3menienrue TBoux Gororpaduii u npyrue AeicTBUS MOTYT HE UCUE3HYTh JIaXKe MOCJE TOro, KaK Thl UX
yaanuiib. Thl HE 3HACIIb, KTO COXPaHUJ 3Ty MH(POpPMAIIHIO, TTOMajia JIM OHA B MOMCKOBBIE CUCTEMBI M COXPAHWIACH JIU
OHa, a TJIABHOE: YTO TMOAYMAIOT O TeOE OKpPY’KAIOIIWE JIFOAW, KOTOpPhIe HAWAyT W yBUIAT 3T0. Haittn mHpOpMammio
MHOTO JIET CITYCTSI CMOJKET JII000M - Kak U3 JOOpBIX MOOYXKISHUH, TaK U C HAMEPEHUEM MPUYUHUTH BPEd. ITO MOXKET
OBITH KTO YTOJIHO.

OcHoBHBIE COBeTHI 10 3aluTe HMPPOBOH penyTaluun:
1. [logymaii, npesxie yeM 4To-TO MyOJIMKOBATh U MEepeaBaTh y ce0s B 0J0Te UK B COLUATIBHON CETH.

2. B nacrtpoiikax npoduiis yCTaHOBHM OTpaHMYEHHUS HA MPOCMOTP TBOETO MPO(UIISL U €ro COAECPKUMOI0, CAENa ero
TOJIBKO «IUISL APY3EW».

3. He pa3Mmeraii 1 He yka3biBail HHGOpPMAIKIO, KOTOpask MOKET KOT0-TM00 OCKOPOIATh I OOMKaTh.




ABTOpCKOE NPaBo.

CoBpeMEeHHbIE MIKOJIBHUKHU - aKTUBHBIE MOJIb30BaTeNU MUGPOBOro mpoctpaHcTBa. OgHAKO JaaeKo HE BCE 3HAIOT, UTO
MOJIb30BAaHWE€ MHOTMMHU BO3MOXKHOCTSIMU HHU(GPOBOro Mupa TpeOyeT coOJIIOACHUS NpaB Ha HWHTEIJIEKTyalbHYIO
COOCTBEHHOCTh. TE€pPMHUH «UHTEIUIEKTyaldbHasi COOCTBEHHOCTHY» OTHOCUTCS K Pa3IMYHBIM TBOPEHHSIM YE€IOBEYECKOIO
yMa, HaulHasi ¢ HOBBIX M300pETEHUHN U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOJIYKTHI U YCIYTH, U 3aKaHYUBAs
KHUTaMH, poTtorpadusamMu, KHHODUIbMaMU U MY3bIKQIbHBIMH MPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa - 3TO IpaBa Ha HWHTEIUICKTyaJlbHYIO COOCTBEHHOCTh Ha MPOW3BEICHUS HAYKH, JUTEpPaTypbl H
HCKYCCTBa. ABTOPCKHE ITpaBa BHICTYNAIOT B KAUECTBE rAPAHTUHU TOTO, YTO MHTEIUICKTYaIbHbBIA/TBOPUECKUM TPyl aBTOpA
He OyJeT HampacHbIM, JACT €My CIpPaBEJIMBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOETO TpyAad, MOIYYUThb
U3BECTHOCTh M Tpu3HaHue. HukTo 0€3 paspelieHuss aBTOpa HE MOXKET BOCHPOU3BOJUTH €r0 IPOU3BEICHUE,
PacIpoCTpaHsITh, MyOJIUYHO IEMOHCTPUPOBATH, MPOJABATh, UMIIOPTHUPOBATH, IyCKaTh B MPOKAT, MyOJIUYHO HUCIIOJIHSTH,
MOKA3bIBATh/UCHOJHAT, B 3hupe win pasmemiate B HMHTepHere. Mcnonb30BaHHE «IHUPATCKOTO» MTPOTPAMMHOTO
o0ecrieyeHrsl MOXKET MPUBECTH KO MHOTMM PHUCKaM: OT MOTEPHU JAHHBIX K TBOMM aKKayHTaMm J10 OJIOKUPOBKH TBOETO
YCTPOMCTBA, IJie¢ yCTAaHOBJICHA HEJeTralbHas nporpamma. He ctout Takke 3a0bIBaTh, YTO CYIIECTBYIOT JICTAIBHBIC U
OecrIaTHBIE TTPOTPAMMBI, KOTOPBhIE MOKHO HAWTH B CETH.

O nopraue.

CGTGBI/I‘-IOK.D(b - TBOM TJIaBHBIM COBETYHUK B CETH. 3I[€CI) Thbl MOKCIIb Y3HATH O 0€30IaCHOCTH B CETH MOHITHBIM H

JOCTYIHBIM SI3bIKOM, a TPU BO3HMKHOBEHUU KPUTHYECKOW CUTyallUH OOpATUTHCA 3a COBETOM. A TaKXe MPUHSTH
y4acTHe B KOHKypcax U CTaThb CaMbIM IIU(PPOBBIM TPAKIAHUHOM.



http://сетевичок.рф/

